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Ths Decison condgdersthe digibility of XXXXXX XXXXXX (herenafter referred to as "the individud") to
hold an access authorization under the regulations set forth at 10 C.F.R. Part 710, entitled "Criteria ad
Procedures for Determining Eligibility for Access to Classfied Matter or Specid Nuclear Materid.” As
explained below, it ismy decison that the individua should not be granted an access authorization.

. BACKGROUND

Theindvidua is an employee of the Department of Energy (DOE), and her employers have requested access
authorization for her on five separate occasons in the last eleven years. The Director of a DOE Office of
Security issued a Notification Letter to the individua in July 2002. In this Notification Letter, the Office of
Sounty findsthat the available information has raised security concerns under Sections 710.8(1) (Criterion (1))
and 710.8(f) (Criterion (f)) of the regulations governing digibility for accessto classfied materid.

With regpect to Giiterion (1), the Natification Letter cites information concerning the individua which it believes
tends to show that the individud “is not honest, reliable, or trustworthy, or which furnishes reason to believe
thet he may be subject to pressure, coercion, exploitation, or duress which may cause her to act contrary to
thebest interests of the nationd security.” The Notification Letter indicates three areas of concern under this
criterion. Fird, the Office of Security cites a May 1995 Notice of Lien of Judgment for $2,841 dollars
recorded by American Express agang the individud. The Notification Letter assarts that dthough the
individual received money from the Government after submitting vouchersfor officid travel, shefaled to pay
Amaican Express for the Government credit card debt. The Notification Letter dso states that dthough the
individua later claimed to have paid off the delinquency, she has presented no documentation to support her
assertion.

Second, the Notification Letter refers to information indicating that the individuad has exhibited a pattern of
financid irrespongbility. Third, the Notification Letter refers to information indicating



a failure of the individua to cooperate with the DOE in processing her gpplications for a DOE access
authorization.

With respect to Criterion (f), the Notification Letter states that information in the possession of the DOE
indicates that the individud "deliberatdly misrepresented, fasified, or omitted significant information™ in three
Personnel Security Interviews when she made conflicting statements concerning whether she had paid her
Government American Express ddinquency.

Theindvidud’ s request for a hearing was received by the DOE’ s Office of Hearings and Appeds (OHA) on
October 31, 2002. In her pre-hearing filings, the individua did not admit or deny the factud bases for the
conoarss forth in the Notification Letter. At the hearing, she presented explanations and information aimed
amitigeting these concerns. The individud’ s supervisor also testified on her behaf. The DOE presented the
testimony of the Director of the Office of Security’s Personnel Security Divison (the Personnd Security
Director).

1. REGULATORY STANDARD

In order to frame my analyss, | believe that it will be ussful to discuss briefly the respective requirements
imposed by 10 C.F.R. Part 710 upon the individua and the Hearing Officer. As discussed below, Part 710
dealy places upon the individua the respongibility to bring forth persuasive evidence concerning his digibility
for access authorization, and requires the Hearing Officer to base dl findings relevant to this digibility upon a
convincing level of evidence. 10 C.F.R. 88 710.21(b)(6) and 710.27(b), (c) and (d).

A. The Individua's Burden of Proof

It isimportant to bear in mind that a DOE adminigirative review proceeding under this Part is not a crimina
matter, where the government would have the burden of proving the defendant guilty beyond a reasonable
doubt. The stlandard in this proceeding places the burden of proof on theindividud. It isdesgned to protect
national security interests. The hearing is "for the purpose of affording the individuad an opportunity o
supporting his digibility for access authorization." 10 C.F.R. § 710.21(b)(6). The individua must come
forward at the hearing with evidence to convince the DOE that restoring his access authorization "would not
endanger the common defense and security and would be clearly consgtent with the nationd interest.” 10
C.F.R. 8 710.27(d). Personnel Security Review (Case No. VSA-0087), 26 DOE { 83,001 (1996);
Personnel Security Hearing (Case No. VSO-0061), 25 DOE {82,791 (1996), aff'd, Personnel Security
Review (VSA-0061), 25 DOE 183,015 (1996). The individua therefore is afforded afull opportunity to
presat evidence supporting his digibility for an access authorization. The regulaions at Part 710 are drafted
so as to permit the introduction of a very broad range of evidence at personnd security hearings. Even
gopropricte hearsay evidence may be admitted. 10 C.F.R. § 710.26(h). Thus, by regulation and through our
owncaelaw, an individud is afforded the utmogt latitude in the presentation of evidence which could mitigate
security concerns.



Nevertheless, the evidentiary burden for the individua is not an easy one to sustain. The regulatory sandard
implies that there is a presumption againgt granting or restoring a security clearance. See Department of
Navy v. Egan, 484 U.S. 518, 531 (1988) ("clearly congstent with the nationd interest” standard for the
granting of security clearances indicates "that security determinations should err, if they mugt, on the Sde of
denids'); Dorfmont v. Brown, 913 F.2d 1399, 1403 (9th Cir. 1990), cert. denied, 499 U.S. 905 (1991)
(strong presumption againgt the issuance of a security clearance). Consequently, it is necessary ad
appropriate to place the burden of persuasion on the individua in cases involving nationa security issues. In
addition to his own testimony, we generdly expect the individud in these cases to bring forward witness
testimony and/or other evidence which, taken together, is sufficient to persuade the Hearing Officer that
restoring access authorizetion is clearly consstent with the nationa interest. Personnel Security Hearing
(Cas=No. VSO-0002), 24 DOE 1 82,752 (1995); Personnel Security Hearing (Case No. VSO-0038), 25
DOE 182,769 (1995) (individud failed to meet his burden of coming forward with evidence to show that he
was rehabilitated and reformed from a cohol dependence).

B. Bassfor the Hearing Officer's Decison

In personnel security cases under Part 710, it is my role as the Hearing Officer to issue a decison as to
whaher granting an access authorization would not endanger the common defense and security and would be
clearly consstent with the national interest. 10 C.F.R. 8 710.27(a). Part 710 generdly providesthat "[t]he
decison as to access authorization is a comprehensive, common-sense judgment, made after consderation
of dl relevant information, favorable and unfavorable, as to whether the granting or continuation of access
authorization will not endanger the common defense and security and is clearly congstent with the nationa
interest.” 10 C.F.R. 8 710.7(9). | must examine the evidence in light of these requirements, and assessthe
credibility and demeanor of the witnesses who gave testimony &t the hearing.

1. ANALYSIS
A. Criterion (I) Concerns
1. The Individua’s Failures to Cooperate during DOE Security Investigations

As indicated aove, the Notification Letter refers to information indicating a failure of the individua ©
cooperate with Personnel Security in processing requests for her to obtain a DOE access authorization
Soadficaly, the Notification Letter finds that on five separate occasions during the last eleven years, Personndl
Saourity has terminated its processing of her gpplication for access authorization because the individud failed
to provide requested information or has not gppeared for requested interviews. The Notification Letter
describes the most recent gpplication process as follows:

OnMay 10, 2000, [Personnel Security] received a new request for [the individual] to obtain
asecurity clearance. On July 7, 2000, aletter of interrogatory, requesting



certain documentation, was sent to the subject. On July 21, 2000, and July 27, 2000, the
et wastald to respond to the letter. Since al of the information requested of her was not
fathooming, ameeting was held with [the individual], representatives of [the individud’s DOE
dfficd, and [theindividual’ s union representatives]. 1t was agreed that a[union] representative
would assg [the individud] in providing requested documentation. Not al of the
documentation was provided as of the time of the final personnd security interview with [the
individud] on July 13, 2001. For example, adocument purporting to show a Government
Amaican Express account as having no further obligation to [the individua] merely shows no
dsursamant wasmede by the trustee in a Chapter 13 Bankruptcy case to American Express.

Notification Letter, Enclosure 1 at 3.

AttheHeating, the Personnd Security Director tedtified that the individud’ s inability or unwillingness to appear
for interviews or supply information raised asignificant concern regarding her reliability and trustworthiness.

[With regard to] people who maintain a clearance and have access to classified information,
we have to have a reasonable feding that they are going to act in an honest manner, that we
can rely upon them, that they're going to be trustworthy enough to protect the classfied
information to which they have access. And if they're not going to be honest to us in the
processing of the clearance, try to get the information -- because what we'retrying to do is
resolve the issues in ther favor to give them a clearance -- then that raises a concern asto
how are they going to act when they have access to classified informetion.

Heaing Transcript (hereafter “TR”) at 81-82.  After summarizing the individud’ s repested failures to supply
the Office of Personnd Security with information, the Personnel Security Director concluded:

So we have had along history of very -- difficulty. And this raises a question about [the
indvidldl’ §] rediabiility in abiding by the rules and protecting classfied information. If we have
this much difficulty to get her to try to comply with some of the things that we need to try to
0dtheradearance.. . . , then we have a concern that this may go back over [her reliability] --
if she gets access to classified information, her ability to protect classfied information.

TR at 95.

At the hearing, the individua testified concerning specific issues involving her bankruptcy, her government
Amaican Express Account, her current credit report and her current financial Situation. Other than to address
goadficissues, she did not provide any reasons for her previous financid problems or for her pattern of failing
toprovide information. However, in histestimony, the individual’ s supervisor offered an explanation for the
individud’s padt fallureto fully cooperate with



the Personnd Security Office' s efforts to process her gpplications for a security clearance.  Theindividud’s
pervisor stated that when he became the individua’ s supervisor gpproximeatdly thirteen months prior to the
hearing, he was briefed by his predecessors concerning the serioudy troubled employee/management
relationship that existed between the individual and other staff and his predecessors.

| think [the individual’ s lack of cooperation] ties directly to the management and the problems
within the organization. Therewas no trust. There was not a good work environment. To
the effect that when | checked in, [theindividud] . . . had an office in aseparate part of the
buldngonaseparate floor, not related to the rest of the organization because she didn’t have
a clearance and [had] been put in what | consder a substandard facility and was not even
privy to norma discussons in mostly unclassified operations.

TR a 13. In discussng her former supervisors repeated requests for a Q clearance for the individud, the
individud’s supervisor indicated that the requests were motivated in part by a hodtile attitude toward the
individud.

Iwill 1l you that the former director told me that he was going to force the security clearance
isse or make [the individudl] leave. Thiswas before | was an employee of the Department.

Soitwas an issue where, essentidly, she' s not transferring someplace else in the Department
thet doesn't [require] aclearance, she' s going to get her clearance or she's out of here. And
we're going to creste a Stuation where if she failsto get her clearance, and we're going to
make it a Q, then we' re going to say she can’t work here,

This is part of the management problems factor. There was not an attempt to try to find a
olution to this problem. 1t was, in large part saying this has been going on too long, I'm fed
up withit. And we're going to forcetheissue. And that’swhy we St here today.

TR at 23-24.

Thetestimony of the individua’ s supervisor provides an explanation for the individud’ s demongtrated lack of
coopaation with the Office of Personnd Security. Apparently, the individua believed that if she documented
her financid difficulties to the Office of Personnel Security, her gpplication for a security clearance would be
deniedand she would lose her job. However, this explanation does not justify her noncooperation, nor does
it mitigate the DOE’s concerninthisarea. An individua who is not willing to produce complete information
inthecontext of an gpplication for a security clearance clearly is not demongtrating the degree of reiability and
trustworthiness required of an employee seeking a security clearance.



Anirdvidid can mitigate the Criterion (1) security concern raised by past noncooperation with DOE security.
Todo 0, the individua must demongtrate that the past pattern of noncooperation has ended, and that a new
pattern of openness has been established. | find that the individua has made considerable progressin this
regard. At the Hearing, her supervisor stated that during the past thirteen months since he became the
indvidlel’ s supervisor, the communication issues that existed between the individua and her office have been
resolved and she is now “a full-time member of the team.” TR a 13. He stated that he has sent her on
assgnments that require trust and confidence in individud.

[Theindvidldl] does have my trust and confidence. In al my years of management, thisisthe
firg time that I’ ve agreed to participate in an apped. | have had numerous employees over
27 years that have had issues relative to clearances and other things and | have never said |
am going to bat for you and try to work something ouit.

TR a 14. Throughout the current appeals process, the individua has made an effort to submit requested
information in a timely fashion, and to resolve outstanding concerns regarding her financid Stuation
Accodngly, | find that the concerns raised by her history of noncooperation with the DOE are now resolved.
| note however, that cooperation in supplying information is an ongoing requirement. Just prior to my dosing
the record in this proceeding, the DOE counsd indicated additional information that the individua should
provide regarding one of the accounts on her most recent credit report. | indicated that | would place any
additiond information received from the individud in the case file for review on apped. If this additional
infometionis not submitted by the individua into the post-hearing record in atimely manner, it would indicate
aproblem with the individua’ s recently established pattern of cooperation.

2. Thelndividud’s 1996 Bankruptcy and Her Recent Financid History

The Natification Letter dates that in the early and mid 1990's, the individua had multiple unpaid collection
aooounts Itdsofinds that in 1995, a Notice of Lien of Judgment was recorded in favor of American Express.
Further, the Notification Letter finds that the individud failed to follow through on a Chapter 13 Bankruptcy
fiing in April 1994 and that case was dismissed for failure to pay required fees. Theindividua again filed for
Chapter 13 Bankruptcy in August 1995, and this was converted to a Chapter 7 Bankruptcy case in June
1996.

Atadne 1998 Personnd Security Interview (the 1998 PSl), the individua stated that her financia problems
began around 1994 when her position with the military reserves ended and when the father of her younger
child stopped making a voluntary contribution toward her household expenses. 1998 PSl at 62-70. She
dated that she made the decision to convert from a Chapter 13 to a Chapter 7 Bankruptcy that included her
housebecause the court imposed payment schedule for her mortgage payments was too burdensome. 1998
PS a 74-75. Sre vacated the house in March of 1997. 1998 PSl at 83. She stated that sheis now married
and living in a house owned by her husband. 1998 PSl a 92.



There is a very serious security concern associated with an employee who has engaged in conduct showing
a pattern of financid irreponghility. See Personnel Security Hearing (Case No. VSO-0073), 25 DOE
182,794 (1996). | find that such a pattern exigtsin the present case, where it is undisputed that the individua
aocoued extasive debts that required a bankruptcy proceeding to resolve. Theindividud's record of financia
judgments againgt her and unpaid debts convinces me that a security concern exigts regarding her reliability
and ruswarthiness, and the possibility that she may be subject to coercion, pressure or bribery resulting from
her debts. Accordingly, the individua must present mitigeating evidence and testimony to sufficient to resolve
these concerns.

Afta revienving therecord, | find that the individua has made progress in managing her finances since her 1996
benkruptcy. At the Hearing, she resolved the Office of Personne Security’ s concern on the digposition of the
1994 judgment against her by American Express. As discussed below, theindividud’s current credit report
indicates that she has no sgnificant debt and her persond financid statement indicates that her monthly
expenses and monthly income are roughly in balance. However, she has two unpaid accounts listed on her
credit report and in the past two years she congstently has made late payments on her government credit
card. Under these circumstances, | conclude that the individua has not yet mitigated dl of the financial
concernsidentified in the Notification Letter.

a. The 1995 American Express Judgment

Asnoted dove, theNatification Letter Sates that in 1995 the individud received a Notice of Lien of Judgment
rdated to a delinquency on her American Express government credit card. 1/ At the Hearing, the individua
tedified that the American Express judgment was included in her Chapter 13 bankruptcy and was discharged
without payment after that proceeding was converted to a Chapter 7 bankruptcy. TR at 142-144. Thereis
documentetion in the record that supports this explanation. DOE’s Exhibit 4 in this proceeding includes two
dooumantsauomitted by the individud relating to her bankruptcy. One, entitled “Find Report and Accounting”
lig's American Express as a creditor receiving nothing under a bankruptcy discharge that appears to have
occurred on July 1, 1996. The second, entitled “ Schedule F - Creditors Holding Unsecured Nonpriority
Clams’ aso lists American Express. This and the fact that American Express does not appear on the
individua’ s credit reports following her 1996 bankruptcy leads me to conclude that the American Express's
judgment againg the individua was discharged in her bankruptcy proceeding.

b. TheIndividud’s Current Financid Stuation
At the Hearing, the individua submitted a persond financid statement reflecting her monthly income and

expenses. It indicates that her estimated monthly expenses exceed her monthly income by about $200. Her
only debts are an $8,000 loan from the Thrift Savings Plan on which sheis

i The Notification Letter ds0 dates that at various times the individud has offered conflicting
explanaions concerning how she handled this delinquency and how it was resolved. These
statements will be discussed in the Criterion (f) analysis below.



making a monthly payment of $110, and a$104 debt on aVISA credit card. The Security Director made
the following comments concerning her excess expenses.

She's coming up short every month so | don’t know where she would obtain the money to
cover the difference. But | would not think that she isin any deep financia morass based
upon this. . . .We're coming up $250 short every month, based on this, so there could be a
problem that could cause late payments here and there, operating like this.

TRa 156-157. In the testimony that followed, it was gpparent that the individua over-estimated her monthly
ca expenseshy a couple hundred dollars (TR at 157-160). It therefore appears that her monthly income and
expenses are closely matched. Her current bank savings are $300.  While theindividud’ s tight budget and
lack of savingscontinue to make her vulnerable to a future financia problem, it gppears that the individua over
all has been respongble in managing to avoid serious financid problems since her 1996 bankruptcy. 2/
However, as discussed below, there remain severd indications that the individud gtill has difficulty managing
her aedit accounts. Given her financid history, such indications mean thet | cannot find that she has mitigated
the Criterion (1) security concern.

¢. Unresolved Debts Listed on the Individua’s Current Credit Report

Atthe Hearing, the DOE introduced a recent Equifax credit report for the individud. DOE Exhibit 16. Two
itemsonthereport raised concerns with the DOE . Thefirgt item isaLowe s credit card account that is listed
as having been opened in April 2000. It appears on the report with the captions “ Transferred to Recovery”
and “Charged Off Account”. According to the Personnel Security Director, this account was reported as
having a bad credit history in May 2002, and “then they charged it off and transferred it to their recovery
department.” TR at 86. Although the credit report indicates a zero dollar account balance, the Personnel
Security Director indicated that this does not necessarily mean that the account has been paid off - “it's zero
because they're not collectingonit.” TR at 87. At the Hearing, the individud testified that the Lowe's card
is her husband' s card, and athough she has authorization to use it, she did not do so. TR a 193-194. She
inroduced a copy of aform she submitted to Equifax requesting that the account be removed from her report
becauseitis“not mine”  Following the Hearing, she submitted a statement, apparently sgned by her husband,
which reads as follows:

The Lowe's account that gppears on [the individud’s] credit report from the Equifax s
incorrect. [The individua] does not have a Lowe's account. | am the cardholder of the
Lowe saccount. | will natify Equifax, Inc., concerning this account.

A

However, the individua has not documented her husband’ sincome, expenses and current debt.
Acocordingly, there could be serious financid problems involving the individud’ s household thet do
not gppear on the individua’ s persona financial statement or on her credit report.



February 11, 2003 letter.  1n an April 29, 2003 telephone conversation with the DOE Counsdl, he stated that
the Office of Personnd Security has a concern with thisletter because the letter was not notarized and there
is noway to establish that it was actualy sgned by the individud’s husband. In an emalil of the same date,
I explained the Office of Personnd Security’s concern and invited the individua to submit a sgned ad
notarized copy of this letter. | so encouraged her to submit arecent credit report indicating that this account
wasnolonger listed as hers. Asof May 15, 2003, | had not recelved either anotarized letter or anew credit
report. | therefore conclude that at this time, the unpaid and overdue Lowe s account remains a significant
financial concern on the individud’ s record.

Theatheritamontre Equifax credit report of concern to the Office of Personnd Security is an account labeled
“1STNATBK” (Hre National Bank) which is described as a*“charged off” credit card account with a balance
of $704. At the Hearing, theindividua testified that the First Nationa Bank account was not hers, that she
informed Equifax that the account is “not mine,” and has asked them to correct it. TR at 145-146,
Individud’s Exhibit 2. Following the hearing, the individud authorized the Office of Personnd Security to
investigate this account. On April 29, 2003, the Personnel Security Director submitted a Report from the
Office of Personnd Management concerning this account (the OPM Report). The OPM Report identifies
the provider of itsinformation as the custodian of records for the First National Bank of Marinin Las Vegas
Nevada. The name on the account is identified as the individud’s maiden name. The account information
indudesthe individual’ s socid security number, but does not list a date of birth or aplace of birth. The OPM
Report states that the account is a“ revolving credit card account” that was opened in August 1996 and was
charged off in June 1998. In November 2002 it was placed for collection with Arrow Financia Services.
OPM Report at 1.

In a May 2, 2003 letter, the individual stated that she had reviewed the report, and believed that the
information in the report “<ill does not provide any proof that | am the credit card holder with First Nationa
Bak...” Sheassrted that the account information only shows that someone using only her maiden name and
sodd seounty number opened this account. Individud’s May 2, 2003 letter to Kent Woods, Hearing Officer.
| agree with the individua that the OPM report indicates that only the individua’ s name and socid security
number gopear on this account, raising the possibility that the account was fraudulently established without the
indviclel' sknonedge or consent. However, in this proceeding the burden of proof is clearly on the individua
to show that her credit report has no current problem. The individua has not shown that the First Nationd
Bank credit card account is not hers, nor has she succeeded in having the account removed from her credit
report.

Because of the unresolved debts which currently exig, | find that the individua has not yet mitigated the
Criterion (I) financial concerns raised by the presence of these two unresolved debts on her credit report.

d. Thelndividua’s Late Payments on Her Government Credit Card

Finally, DOE Security has raised as a subject of concern the individud’s recent record of making late
payments on her Bank of America government credit card account balances since she was issued
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the card in February 2002. TR at 166. It submitted copies of five e-mails sent to theindividud from the
DOE saccounting center from June 28, 2002 through December 19, 2002. 3/ Two of these emailsindicate
aooount belances over 60 day's past due and four of them indicate balances more than 30 days past due. DOE
Exhibit 18. Account information submitted by the DOE indicates that a balance owed of $515.60 on the
indviduel’ sgovemment credit card exceeded 90 days past due before a payment of that amount was recorded
on January 10, 2003. 1d.  Atthe Hearing, theindividua tetified that she had been sent on at least three,
lathy business tripsin 2002, and that trips of amonth or more made it difficult for her to be reimbursed for
expansesand to pay her government credit card in atimely manner. TR at 166-68 and 172. She Stated that
atrip that occurred in July and August, 2002 created a particularly difficult reimbursement issue because of
acanceled arline ticket that was billed on her credit card.

I think | was charged for the ticket because it wasn't canceled. Then later on, | came back
home and | think | had to redo a voucher to state what happened during that ticket.

. .. And like | said, the [Bank of Americal card bills you before you get back, bills you
befareyou et there. They bill you before you do your voucher before you get back. So this
varies between numbers of things. Thisisnot like | don’'t want to pay the bill off.

TRa 172-173. With respect to the July/August trip, the individua submitted receipts indicating that she paid
$800 on October 8, 2002, $3,000 on October 23, 2002, $2,000 on November 6, 2002, and $3,000 on
Decamber 17, 2002, leaving an unpaid balance of $515.60 until January 10, 2003. Individud’s February 11,
2003 Post-Hearing submission. With respect to the $515.60, the individual asserted that she attempted to
pay this balance by money order in early December 2002, but that the Bank of Americalocation where she
deposited her money order did not correctly processit. Shetestified that when Bank of Americainformed
her that it had not received this payment, she went back to the Bank of America location where she had
deposited her money order payment, spoke to a bank representative, and showed her areceipt. The bank
representative then identified that the error that had been made.

Sesadthetdler gave me back the top portion instead of giving me the bottom portion back.
So that means, -- it indicated that they did not have arecord that | paid this money amount.

TR at 164. The individud’s submitted receipts of her Bank of America payments do not include any
documentation of this attempt to make a $515.60 payment in early December 2002.

3/ Theindvid & tedified that she never saw any of the e-mails sent to her email address a the DOE,
and that she only saw awarning letter that was sent to her in December 2002. TR at 62.
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Although | am inclined to accept the individud’ s explanation for the $515.60 payment being made in January
2003 rather than December 2002, the fact remains that this payment was aready more than sixty days past
duein December, and the individual acknowledges that in 2002 she made many payments on her government
credit card that were between 30 days and 90 days overdue. Allowing her account balance to become
overdue to this extent is a serious concern to the DOE, and indicates that the individud’s past pattern of
financid irresponghility is continuing. At the Hearing, DOE Security presented the tesimony of the team
leader for DOE travel who manages the DOE Bank America credit card account (the DOE credit card
manager). Hetedtified that any late payment on the government credit card is considered a ddinquency by
the DOE and rai ses a serious concern, dthough many DOE employees are not exercising sufficient vigilance
inthisarea

What | find is employees don't tend to recognize that delinquency meansif it goes one day
beyond the date listed on the hill, then it's consdered ddlinquent. . . . It doesn’t have to get
to 60 days to be delinquent.

TRat 66. He testified that about thirty percent of the outstanding baance of individud billed accounts at the
DOE isddinquent at any giventime.

... | think the cultureis, people aren’t paying it when it's due, they’ re paying it two weeks
late, three weeks late, maybe just before it's suspended. That’ Il probably be changed.

TR at 68. He noted that when people become delinquent, it is because they fail to fill out their vouchers on
time TheDOE makes prompt payment on travel vouchers. He said that for the past five years the DOE has
paid arployees within 48 hours of the time that they file their vouchers. TR a 69. This testimony concerning
DOE policy is supported by a February 12, 2003 memorandum to Heads of Departmental Elements from
Kyle McSlarrow entitled “Zero Tolerance for Travel Card Abuse” This memorandum sates that an
employegsongoing respongbilities pertaining to DOE travel charge cards indlude filing travel vouchers within
5 workdays of completing travel, and paying travel charge card bills by the due date, regardiess of whether
theampoyeshesfiled atravel voucher or received reimbursement. | have placed a copy of this memorandum
in the record of this proceeding.

The individud’s extensive record of late payments over several months immediately preceding the Hearing
indicates that she has not complied with her responghility to the DOE for timely payment of her travel
expenses, and has undermined her argument that she has mitigated the DOE's financid irresponghility
concerns under Criterion (1). Although at the time of the Hearing, the individua had a zero baance on her
govemmat aedt card, thisisinsufficient evidence of mitigetion. To mitigate the concern arising from a pattern
o laepaymans the individud dearly must establish a sgnificant record of timely payment of her officid travel
expenses. Her record on this score was deficient as recently as January 2003, and | have received o
information concerning her government travel card payments in the months following the Hearing.
Consequently, she has failed to mitigate this concern.
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Previous opinions issued by OHA Hearing Officers have hed that once there is a pattern of financial
irresponshility, the individua must demondrate a sustained, new pattern of financid respongbility sufficient
to demondtrate that a recurrence of the past pattern is unlikely. See, e.g., Personnd Security Hearing (Case
No. VS0-0108), 26 DOE { 82,764 a 85,699 (1996). Although theindividua appearsto have remained
free of significant debt since her 1996 bankruptcy, her financid statement indicates that she remainsin a
precarious financid condition with few savings to use in the event of emergency expenses. Moreover, the
individud has not resolved the concerns raised by the two charged out accounts on her credit report, or by
her pettern of late payments on her government travel credit card. Under these circumstances, | find that the
indvidua has not mitigated the DOE's security concerns with respect to Criterion (1) arising from her history
of financid irrespongbility.

B. Criterion (f) Concerns

Asnoted above, Criterion (f) concerns information that an individua has ddliberately misrepresented, falsfied,
or amitted Significant information from a security questionnaire, a quaiifications satement, or from a personnel
security interview (PSl). The misrepresentation (or omission) by an individud of relevant information in
response to questions a a PSl raises serious doubts about whether that individua should be entrusted with
thereponghility for safeguarding classfied materiads. In this regard, the Notification Letter aleges that in three
Ps theindvidual provided conflicting statements concerning her Government American Express ddinquency
inthe mid 1990's.

Duingapasome security interview on June 26, 1998, [the individud] stated that she did not
believe the Government American Express ddinquency . . . had ever been satisfied. During
an August 19, 1999 interview, she stated that she mailed checks “cut” by DOE's Travel
Division (CR-53) to American Express. She dso said she included the ddlinquency in a
bankruptcy. During a July 13, 2001 interview, [she] again stated that she included this
ddinguecy inabankruptcy. Then, after conferring with a [union] representative, she said that
she had paid off the delinquency, and that she did not owe American Express anything even
though sheind uded the account in the bankruptcy. When asked why it would then have been
listed as ddinquent, she responded that she did not know why.

Notification Letter, Enclosure 1 &t 4.

| have reviewed the statements made by the individual at her PSls, and considered her testimony concerning
these statements a the Hearing. While | find her responses to questions concerning the American Express
ddinguancy tobeveague and somewhat contradictory, | do not believe that they congtitute a deliber ate attempt
to misrepresent, fasfy, or omit sgnificant information. Rether, the individua clearly appears to admit the
finenad pradamsbut to be honestly confused concerning both her responsibilities and her actions with respect
to her American Express government travel card in the years 1994 through 1996.
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As discussed above, a the Hearing the individud testified that the American Express ddlinquency judgment
was included in her Chapter 13 bankruptcy and was discharged without payment after that proceeding was
converted to a Chapter 7 bankruptcy. TR at 142-144. | accepted this explanation after finding that it was
upported by documentation in the record of the proceeding. See DOE Exhibits4 and 16. The Hearing dso
included a discusson of the statements that the individua had made a her 2001 PSI concerning this
adinguency ad how it arose. Under questioning from the DOE Counsd and mysdlf, the individua expressed
some confusion concerning the extent of the payments that she made on her American Express government
credit card in the 1994-1996 period. While sheinitidly asserted that she could not remember exactly what
shedd, she then answered in the affirmative when the DOE Counsdl asked if she had paid the full amount of
her DOE reimbursement to American Express. TR at 185. However, after examining her payment record
to Amaican Express (DOE Exhibit 9), she acknowledged that she did not pass through the full amount of the
payment. TR a 186. Whiletheindividud’s statements at her earlier PSIs appear to contradict themsalves
on whether she paid her American Express credit card billsin full, they reflect genuine confusion on the part
of theindividud rather than any ddliberate effort to confuse or midead the DOE. For example, in the 1998
PSI, she dearly acknowledged that she kept a portion of her travel reimbursement on the assumption that it
belonged to her, and that some of her government credit card bills were unpaid. TR at 35-36.

Before we had dl this payroll deductible, . . . we did not have al these new procedures. All
| remember is, the [DOE reimbursement] check came to me and | assumed that the checks
were mine. And then a couple of times| can recal, and I'm not sure of the dates. . . , the
DOE probably sent me a check. And when | take those checks to Travd, they say sure.
Tret'sdl | remember. | don't recall abusing the travel check, | didn’t useit for my persona
use. | used the card only for government-use travel only.

1998 PSI TR a 35. At the 1999 PSl, she stated again that she believed that the DOE was reimbursing
American Express for her credit card expenses.

Likel sad, back then, from what | understood, Travel would pay whatever you used on your
AmaicanBxress card. And like | said, the next thing | know, American Express was cdling
me, saying | owe them money. And | was saying, well, the Department of Energy paid the

money.

1999PS TRa 42 At the 2001 PSl, the individud testified that she took her reimbursement from Travel and
“paid on the card” and that she had “no idea” why the account was delinquent by more than $2,000. 2001
PSI TR at 46. When asked to explain further, she conferred with a union representative and stated that she
did not understand how this large delinquency was her responsibility:

Whenl recaived my voucher, | paid dl the money from the voucher to the American Express.
The persond items, | did not charge anything on it. I've asked American
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Express for receipts. | did not receive them. So therefore, when they sent the paper work
in | guessfor judgment, then | had included it in under bankruptcy.

201 TRa48-49. Her statement that she paid “dl” rather than some of the money from her travel vouchers
to American Express clearly contradicts both her earlier satements and her acknowledgment at the Hearing
thet she made partid payments. However, | believe that her use of “dl” in this sentence is an example of her
confusion and irresponghility concerning financia matters rather than a ddliberate attempt to midead her
questioners or fasfy her answver. Moreover, | find that the factud incondstency arisng from this satement
hesbem satisfactorily mitigated by her subsequent acknowledgment at the Hearing of her confusion and lack
of recdllection concerning the payments she made on her American Express government credit card in 1994,
1995 and 1996.

Based on the foregoing, | find that the individua did not ddiberately provide fase or mideading information
tothe DOE concaring her payments on her American Express government credit card at her 1998, 1999 and
2001 PSIs. While some of her statements at those PSIs and at the Hearing were irresponsibly inaccurate, |
conclude that they were not deliberately false and mideading, and do not raise a security concern under
Criterion (f).

V. CONCLUSION

Asindicated above, | have concluded that the individua has resolved the security concerns under 10 C.F.R.
§710.8(f) reating to the dlegations of false or mideading testimony a hisPSIs. However, the individud has
nat resolved the security concerns under 10 C.F.R. 8 710.8(1) rdating to financid irrespongbility. Inview of
the record before me, | am not persuaded that restoring the Individud's access authorization would not
endanger the common defense and security and would be clearly consstent with the nationd interest.
Accordingly, | find that the Individua's access authorization should not be granted. The parties may seek
review of this Decision by an Appea Pand under the regulation st forth at 10 C.F.R. § 710.28.

Kent S. Woods
Hearing Officer
Office of Hearings and Appeds

Date: May 23, 2003



