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ThisDeasonconcerns the digibility of XXXXXXXXX (hereinafter referred to asthe “individud”) to hold
an access authorization under the regulations set forth at 10 C.F.R. Part 710, entitled “Criteria ad
Procedures for Determining Eligibility for Access to Classfied Matter or Specid Nuclear Materid.” A
Department of Energy Operations Office (DOE Operations Office) suspended the individua’s access
authorization under the provisons of Part 710. This Decison congders whether, on the basis of the
evidence and testimony presented in this proceeding, the individud’s access authorization should ke
restored. As set forth below, it is my decison that the individud’s security clearance should not be
restored.

|. Background

Treindividud is employed a a DOE facility, and held an access authorization as a requirement of hisjob.
In August 2002, an audit of the computers at the individud’ s workplace disclosed that the individua had
accessed Webdites containing sexudly explicit material. In October 2002, DOE conducted a Personnel
Scurity Interview (PSI) with the individua. The DOE suspended the individud’ s access authorization in
November 2002 as a result of derogatory information that is set forth in the Notification Letter, and is
summarized below.

TheNadificetion Letter states that the derogatory information regarding the individua fallswithin 10 CFR.
§ 710.8(g) and (I) (CriteriaG and L). The DOE Operations Office invokes Criterion G on the basis of
iformation that the individuad has failed to protect classfied matter, or safeguard specid nuclear materid;
arvidated or disregarded security or safeguards regulations to a degree which would be inconsistent with
the national security; or disclosed classfied information to a person unauthorized to receive such
information. In this regard, the Natification Letter statesthat: (1) the individud regularly accessed adult
etatanmat stestang a DOE computer despite Signing user agreements thet clearly sate that government
resources are for government business only; (2) the individua downloaded unauthorized programs from



the Internet, may have attempted to participate in chat rooms, and may have had unapproved ingtalation
o anIntlemat de goplication ; and (3) forensc andyss of files on the individua’ s computer detected seven
“oookies’ related to sexudly explicit adult Websites. * The DOE Operations Office invoked Criterion L
on the badis of information that the individua engaged in unusua conduct or is subject to circumstances
whichtend to show that he is not honet, reliable, or trustworthy; or which furnishes reason to believe that
hemay beauect to pressure, coercion, exploitation or duress which may cause him to act contrary to the
bed interests of the national security. In regardsto Criterion L, the Notification Letter stated that: (1) the
individud had deliberately accessed sexudly explicit adult materid (SEAM) and may have accessed an
Internet Relay Chat program with “ phone home” features; (2) multiple proxy logs for the individud’s user
ID corresponded to the date and time stamps of images found on the individud’s system; and (3) the
indvidLe intenionally downloaded SEAM and accessed unauthorized sites until his activity was discovered
by DOE in the summer of 2002. 2

Inaldter to DOE Personnd Security, the individual exercised his right under Part 710 to request a hearing
inthsmette. 10 C.F.R. 8 710.21(b). On June 4, 2003, | was appointed as Hearing Officer in this case.
After conferring with the individua and the gppointed DOE counsel, 10 C.F.R. § 710.24, | st ahearing
date. At the hearing, the DOE counsd cdled two witnesses, a DOE personne security specidist and a
DOE Information Systems manager. Theindividua testified and aso eected to call three colleagues, an
Internet crime expert, and his wife as witnesses. The transcript taken at the hearing shal be hereinafter
cited as “Tr.” Various documents that were submitted by the DOE counsd during this proceeding
conditute exhibits to the hearing transcript and shall be cited as“Ex.” Documents that were submitted by
theindividua during this proceeding are aso exhibits to the hearing transcript and shdl be cited as“Indiv.

After the hearing, the record was held open for the receipt of computer logs which had been referenced,
but rot entered into evidence &t the hearing. Those logs were sent to al partiesin September 2003. The
indvidual’ s attorney then requested the opportunity to take telephone testimony regarding the preparation
and interpretation of the logs. The parties took additiona testimony in November 2003, and the record
wasdaosed uponrecdpt of the transcript of the supplementa testimony in December 2003. That transcript
shdl becited as“Tr. 11.”

i A “cooki€’ isa smdl file that a Web server automaticaly sends to a user’s personal computer
whenthe user browses certain Web stes. Cookies contain identifying information about the user
that eliminates the need for the user to reenter the information on subsequent visits.

N

Prior to the hearing, the DOE IS group determined that the individua did not access an Internet
Relay Chat program with “phone home” features. Tr. at 113-115; Ex. 15.



[I. Analysis

The gpplicable regulations date that “[t]he decison as to access authorization is a comprehensive,
common-sense judgment, made after consderation of al relevant information, favorable or unfavorable,
as to whether the granting of access authorization would not endanger the common defense and security
andwould bedealy consgtent with the nationd interest.” 10 C.F.R. § 710.7(8). Although it isimpossble
to predict with absolute certainty an individud’ s future behavior, as the Hearing Officer, | am directed to
mekeapredictive assessment. Thereis a strong presumption against the granting or restoring of a security
clearance. See Department of Navy v. Egan, 484 U.S. 518, 531 (1988) (“clearly consistent with the
nationd interest” standard for the granting of security clearances indicates “that security determinations
should e, if they mugt, on the Sde of denids’); Dorfmont v. Brown, 913 F.2d 1399, 1403 (Sth. Cir.
1990), cert. denied, 499 U.S. 905 (1991) (strong presumption against the issuance of a security
clearance).

| have thoroughly considered the record of this proceeding, including the submissions of the parties, the
avidace presented and the testimony of the witnesses at the hearing convened in this matter. In resolving
the quegtion of the individud’s digibility for access authorization, | have been guided by the gpplicable
factors prescribed in 10 C.F.R. § 710.7(c): the nature, extent, and seriousness of the conduct; the
draumgtanoes surrounding the conduct, to include knowledgeable participation; the frequency and recency
of the conduct; the age and maturity of the individud at the time of the conduct; the voluntariness of the
participation; the absence or presence of rehabilitation or reformation and other pertinent behaviora
changes, the mativation for the conduct; the potentia for pressure, coercion, exploitation, or duress, the
likdihood of continuance or recurrence; and other relevant and materid factors. After due ddliberation,
itismy opinion that the individua’ s access authorization should not be restored as | cannot conclude that
auchredoraionwould not endanger the common defense and security and would be clearly consistent with
the national interest. 10 CF.R. § 710.27(a). The specific findings that | make in support of this
determination are discussed below.

A. Findings of Fact

Theindviduel hesbeen employed by the DOE for a number of yearsin ajob that required that he maintain
a security clearance. Ex. 13 a 5. The individua recelved his clearance in 1986. Ex. 6. a 1. Hisjob
required frequent travel. Tr. at 172, 176. Becausetheindividua and his colleagues spent most of their
duty time on the road, the managers of his loca office purchased desktop computers that could ke
accessed by multiple users in order to avoid the unnecessary expense of buying one computer for each
employee. Tr. at 177. In 1998, theindividud first recelved a user identification (“user ID”) number and
password for unclassfied sysems in order to check his dectronic mail. Ex. 16. Theindividud and his
adlesgues did not recaive specific training on the computer. Tr. at 180, 211. In 2002, the individua and
his colleagues were given access to the Internet. Ex. 21 at 3; Ex. 15 a 2. According to the individud,
when he was in the home office between assgnments, he searched Google using the keywords “guns,
fireens, fitness” PSl (Ex. 12) at 7. Theindividua did this because he was bored and could not think of



anything more creetive to do with his “downtime” PSl a 13. When he was bored, he would surf the
Internet for a couple of hoursin the morning and a couple of hoursin the afternoon. PSl a 11-13. The
Googlesearch produced 80 to 90 pages of “hits,” and the individua would spend his time accessing every
website that was listed under the search results. PSl at 10. Some of the sites contained sexudly explicit
meeria. PSl at 8-12. Theindividud sated that he intentionaly downloaded the pictures, and attributed
his actions to “poor judgment,” explaining that he could not think of anything more creative to do during
the time that he was in the office and not assgned to a specific task. PSl at 13. He also admitted to
“wadting time with other things,” like crossword puzzles. PSl at 14. In June 2002, the individual signed
afomadknomMedging that he understood the Code of Conduct for generd users of hisfacility’ sinformation
systems, including “protecting againgt waste, fraud, and abuse involving information systems” Ex. 18.

In August 2002, a management officid in the individua’ s local office ordered al computers to be physcaly
audited for waste, fraud, and abuse. Tr. at 36; Ex. 23. The computers were audited on August 22-23,
2002. Ex. 23. A locd systems adminigtrator found SEAM on an office computer under the individud’s
user ID, and the information systems (1S) manager then ordered the machine impounded in order to
perform afull audit of the machine. Tr. at 37-38. After the audit, the IS group found approximately
35,000 grgphic images on the computer, of which approximately 140 were SEAM. Tr. at 38, 49; Ex. 15.
The 1S manager concluded that the individua had surfed adult entertainment Sites from April to August
2002 on aregular basis. Tr. a 40. Locd management immediately barred the individua from accessng
the Internet. Tr. a 187-192. In September 2002, the individua was removed from the Personnel
Assurance Program (PAP) by the PAP administrator and a senior manager. Tr. at 192; Ex. 23. The
individud was counseled about his use of the computer and given tasks that he could complete without
access to Internet or eectronic mail. 1d. a 194. Locd management disciplined the individua with three
days suspension without pay and a Six month suspension of his Internet access. Tr. at 194-196.

A dtedinicd psychologist evauated the individua on October 1, 2002. PS at 23; Ex. 21. In addition
to an interview, the psychologist dso contacted the individua’ s supervisor and reviewed the individud’s
yearly psychologica evauations since 1994. Ex. 21. The psychologist concluded that the individud’s
unauthorized use of the computer did not slem from an impulse control problem or persondity style that
would predigpose the individud to those actions. Ex. 21 a 3. There was no evidence of an antisocia
persondity disorder, and nothing to suggest that the individud’s actions were more than random acts
reitingfrom boredom or curiosity. 1d. During the interview, the individua expressed surprise that he got
introuble for his unauthorized computer use. 1d. The psychologist then recommended that the individua
participate in additional one-on-one training in computer security “in light of the atitude that he [the
individud] did not fed like he had done anything wrong.” 1d.

DOE ssounity conddered the individud’ s accessing of sexudly explicit materid on a government computer
to be “waste, fraud, and abuse” under the terms of the audit. Tr. at 34. As a result of the audit, DOE
security conducted a PSI with the individual on October 8, 2002 in order to resolve the derogatory
information. Ex. 12. After the PSl, the personnd security specidist recommended no further action
because the individud had received a favorable psychologica evauation and the violation “ gppeared to



beanisolated incident.” Ex. 2; Tr. a 26. The specidist’s supervisor disagreed with that conclusion and
foundthat the unauthorized use was not only deliberate, but had aso occurred over along period of time.
Ex. 2 Thesupervisor recommended that the case proceed through the administrative review process. |Id.

Treindividud’ s clearance was suspended on November 19, 2002. Letter from Individual to DOE (May
1, 2003). On March 31, 2003, the individua was suspended indefinitely without pay pending the find
redutiond hisdigibility for access authorization. Indiv. Ex. 4. On May 1, 2003, the individua requested
ahearing. 1d.

B. DOE’s Security Concern

Acoordingtolocd DOE security personnd, the individua’ s unauthorized use of a DOE computer to access
sxdly explicit materid creasted a concern regarding the individud’ s judgment and reiability —specificaly,
why the individua would do this at work given knowledge of the rules and regulations regarding such
activity. Tr. at 24. He had sgned user agreements that clearly state that government resources are for
government businessonly. Tr. a 24; Ex. 1 a 1; Ex 16; Ex. 18. Theindividua had aso received two
electronic mall messages, in May 2000 and August 2002, from senior management with the following
information on appropriate use of the Internet during work hours:

Ureutharized uses of Internet and email technology include, but are not limited to, those that:
(2) result in aloss of productivity; (2) impair the performance of the network; (3) are
unlawful or offensve to fellow employees or the public (e.g., gambling, hate speech or
material that ridicules on the basis of race, creed, rdigion, color, sex, nationa origin,
disahility, or sexud orientation); (4) tranamit sexudly explicit or sexudly oriented materid;
o (5 dlow unauthorized access to controlled information (e.g., computer software, privacy
information, classified or other non-public data, copyright, trademark or other intellectua

property rights).

Ex. 17,19 Oreof those messages was distributed to persons at the individud’ s sitein August 2002, after
DOE dleges that the individual had been accessing unauthorized Sites for four months. In addition, the
forendgc analysis of theindividua’ s computer detected seven “cookies’ related to SEAM websitesin the
indvidud’ s user ID. According to the DOE IS manager, SEAM websites present a security risk because
they often transmit malicious code, information about the user’ s computer, and may scan a computer for
eqlatedevurerabilities. Ex. 14. In addition, a reasonable person would redize that SEAM is prohibited
at a workplace. 1d. Findly, locd DOE security was concerned because the individua continued his
ureuthorized use of the computer over along period of time, and did not stop until he was discovered by
theauditin August 2002.  Surfing the Internet and accessing thistype of materia at work raises questions
about the individud’s judgment and whether he may ignore regulations and decide which rules he wants
tofdlow. SeeTr. at 24; PSI at 26. See also Personnel Security Review, OHA Case No. V SO-0435,
28 DOE 1 82,804 (2001), affirmed (OSA, October 2, 2001) (pattern of disregard for government



computer policy raises concerns about individud’s honesty, rdiability, and trustworthiness). Based on the
above, | find that DOE correctly invoked CriteriaG and L.

C. Hearing Testimony
1. TheIndividual

Theindvidld tetified at the hearing that he had unintentionally accessed sexudly explicit websites because
hewasnot familiar with the use of computers and the Internet. Tr. at 74, 82-83. He aso maintained that
hehed never seen mogt of the sexudly explicit pictures that the IS group clamed to have discovered under
hisuser ID. Id. a 81. Theindividud further dleged that he admitted to intentionaly downloading the
piduresduring his PSI only because he wanted to accept responsibility for his actions and did not want to
argue with the personnd security specidist. I1d. a 90-92. He dso assumed that his activities were
monitored congtantly by his headquarters IS group and that he would be notified immediately if he did
something wrong or accessed inappropriate materid. 1d. at 76.

The individud tedtified that while surfing the Internet in his downtime at the office, his searches on fitness
andfireams produced hundreds of listings of websites, some with sexudly explicit content. Id. at 74. He
admitted that he was aware of the DOE'’s prohibition on the transmisson of SEAM. Tr. a 74. The
indvidel said that when he entered a work-related topic (e.g. guns, firearms, muscle, fitness), the ensuing
Google search would return with 80 or 90 pages of topics. Id. a 75. Hewould try to think of away to
ot through dl of the pages, sometimes beginning with the first page and sometimes beginning with the last
pege 1d. Theindviduad maintained that he did not intentionaly search for, download, or sasve any SEAM.
Id. & 8L Theindividual aso testified that he did not see most of the pictures that DOE dlleges were found
on hiscomputer. Tr. a 94.

2. The DOE Information Systems M anager

TheDOE Information Systems (1S) manager responsible for computer security at the Ste testified that he
began working in his present capacity in January 2002. Tr. at 35. At that time, Site policy prohibited all
persona use of the Internet. Id. a 66. The manager explained how his office would typicaly detect the
unauthorized use of government computers. A server logs an individud’s user ID and dso logs every
website that the individua accesses through that server. Id. at 44. The server has filtersthat drop log
anries into specific files based on categories. 1d. For example, well-known adult website names are put
inothe“snut log,” and if an individua accesses one of those Sites, an entry ismadeinthelog. 1d. If there
isapettern of accesses, the IS group investigates, and if there is a pattern of continua or long term abuse,
the ISwill physicaly confiscate the computer. 1d.  If auser exhibits occasiond unauthorized use, the IS
group will send the user awarning email. 1d. at 43. The IS group then examines the machine for any
additiond evidence, such as pictures being downloaded, and issues areport to management. 1d. at 44-45.



However, thel Sgroup did not detect the individud’ s usage in that manner.  Theindividud’ s behavior was
not spotted in the firewall logs because the normad daily review of the logs did not begin until June 2002.
Id. at 65. ®* The IS manager tedtified that in August 2002, after the locd system administrator found
ureuthaizad meterid under the individud’ sidentification number, the |S staff performed aforensic andyss
d hsmechine. 1d. a 37-38. Based on his interpretation of the audit results, the manager concluded that
the individual had surfed various adult entertainment Sites, and that some of the files were il on his
computer. Tr. & 40. The manager concluded that the accesses were not inadvertent because the individua
aocessed the sites on aregular basis over aperiod of four months. [d. Theindividud’s unauthorized use
was “regular, but it was not extensve.” 1d. at 47.

Atthe hearing, the IS manager explained how he determined that the individua had accessed some of the
websites intentiondly. The 1S group found gpproximately 35,000 gragphic images on the individud’ s
computer, of which approximatdly 141 were sexudly explicit. 1d. a 49. The dates of the sexudly explicit
ggphicsmatched dates in the individud’ s user 1D account and the cookies matched with the firewall logs.
Id.at 53. ThelS group could find a cookie for a certain date under the individua’ s user profile, go back
to the firewd| logs and find that his user ID had visited that website, and thus find a corrdation between
the firewdl log and the individud’ s locd profile. Id. at 53.

ThelSmenege tedtified that “there is redlly no way to know how long the person has been on [a particular
webstd becausethe individua computer and the firewdl proxy only log when somebody goes out and gets
additional content.” Tr. at 104. The log file tdls when auser clicks for more content, “it will not tell you
how long a person sat there looking at a picture” Tr. at 111-112. The IS group concluded that the
indvidlEl’ s use was “occasiond but intentional.” 1d. a 113. Even though the individua was not spending
hoursonthecomputer, the IS group saw indications that he intended to visit certain unauthorized Stes. 1d.
The manager tetified that a user’s return to certain Sites over a period of time indicates to him thet the
activity is probably intentiond. 1d. at 98. Based on repest activity, the manager found that some of the
individud’s accesses were intentional. 1d.  According to the manager, if a user backs out of a Ste
immediaidy, some images will not be downloaded. Tr. at 100. He admitted that a user can easily end up
on awebsite unintentionally, but some of the sites that the individua accessed repestedly had names that
were obvioudy sexudly explicit (eg., “sextracker.com”). Id. at 102, 105.

Themareger explained that neither the individua or his supervisor questioned the report a the time it was
issued. 1d. at 55. Hetedtified that the IS group provides “as much detail aswe fed that the management
needs to take some action. If somebody comes back and says, | didn’t do that, or that was not my user
ID . .. then we go back and we look further at it.” Id. at 55. Based on previous experience with

3/ The DOE IS manager was hired in January 2002. The IS gaff normaly checked logs dally for
ugadous unauthorized activity. Tr. at 65. However, this daily check ceased in June 2001 when
the postion of IS manager became vacant, and did not resume until June 2002. Tr. at 45, 65.
Now, if auser exhibits occasiona unauthorized use, the IS group will send the offender an emal
warning. Tr. a 43.



uneuthorized computer usage and the pattern of activity of the logs, the IS group concluded in September
2002 that the individud had intentionally accessed some of the sexudly explicit materid found under his
user ID. 1d. at 56.

3. TheIndividual’s Cyber-security Expert

The individud presented the expert testimony of a police officer assigned to an Internet crime task force
inalocd juigdction. Tr. at 120. The expert offered explanations of how the SEAM could have appeared
under the individud’s user ID unintentiondly. Firg, the expert tedtified that SEAM Stes can sed
infometiontoindividual computers by “pop ups’ and “pop unders” Tr. a 127. Backing out of a Site that
heddnatinted to view could have triggered a SEAM “pop up” on the individua’s computer. |d. at 128.
Second, the expert argued that the small size of the pictures that the individua accessed (between three
and sx kilobytes) is smilar to the sze of thumbnail pictures that webmasters build onto their homepages
toattract usersto thar stes.  Id. & 129. Thisindicates to him that the individua looked &t the thumbnail
pictures, usudly found on the first page of a webste, and then backed out without accessing additiona
content. I1d. a 130. Small websites could have been downloaded very quickly, and the log files reflect
brief accesses. 1d. Most downloaded pictures are around 200kb. Id. at 131. Third, theindividua could
have been “webjacked’ - tricked into thinking that he was exiting agte by an “x” button that is hidden or
is actually set up to open additiond sites. Id. at 127-128. He could not have seen the sexudly explicit
piduresif they were behind the other websites that appeared by accidentdly hyper linking on the firgt site.
Id. at 127-135.

Theexpat dso argued that the individua did not establish a pattern of accessing SEAM dites. 1d. at 136-
138. Theexpat disagreed with the DOE 1S manager and concluded that “sextracker.com” was accessed
ananedky anly, without any repesat vists. 1d. at 137-139. The expert said that very little of theindividud’s
unauthorized activity involved SEAM, and there was never a “paitern” established. Id. at 148. He
conddered apettern to be “well over fifty thousand [pictures].” 1d. Findly, the expert testified that, based
on newdetters and his own investigations, SEAM gites are no more of a security risk than others. 1d. at
151. He dso argued that the DOE investigation was faulty, abeit through no fault of the IS manager.
Aaoording to the expert, a proper investigation includes an interview of theindividud to give the individua
anopportunity to explain the presence of certain sites that gppeared more than oncein thelog file. Tr. 11
at 7. He agreed that the log files that were entered into evidence did not provide enough information to
determine the individua’s activity. Tr. Il a 8. The expert testified that had he conducted the forensic
andyss, he would have used more sophisticated software with the &bility to retrieve the Internet history
fromthehard driveitself and determine the amount of time that the individua spent on eech site. Tr. at 131,
153.

4. Response of the DOE IS Manager

Atthehearing, the DOE |S manager was provided the opportunity to address the expert’ stestimony. He
agreed with the expert that it was possible for “pop ups’ and “pop unders’ to have caused the presence



of SEAM dteson the individud’s files. Tr. a 157. He dso admitted that DOE performed only avery
basc forensc analys's because: (1) there was no indication of crimind activity and (2) the IS group was
asgned anly toflag violations of DOE policy, which at that time prohibited any persona use of government
computers. Id. The manager explained that a higher level of andysswould have provided a complete
record of the individud’s Internet activity, including information about how much time the individua spent
on a gte and which stes he vidted. Tr. at 163. Thismore detailed analysis would have dlowed the IS
group to recover information that may have been deleted by the system in normal usage. 1d.

Nonethe ess, the manager stressed that after he concluded that the individua had accessed unauthorized
gtesonaregular basis from April to August 2002, neither the individua nor his supervisor complained that
theindividuel hed ot accessed those Sitesintentiondly. 1d. at 158. According to the IS manager, “ nobody
asked for any additiond investigation because there didn’t seem to be any dispute about the facts at the
time.” 1d. He tedtified that dthough the expert’s explanation was possible, he did not agree with the
eqdanation and had not changed his opinion that some of the individud’ s activity wasintentiond. 1d. He
was skeptica about the individua’ s explanation such along time after the report wasissued. Id. at 159.
The manager tedtified thet if the individuad had complained at the time the audit report was issued, the
manager would have consgdered the dternate explanation a possibility. Id. However, the individud’ s
reedtionto the report at the time it was issued-not offering any explanation of how the materia showed up
under hisuser ID and not denying that he downloaded the pictures-confirmed the manager ’ s suspicions
thet the individua was visiting the unauthorized Stesintentiondly. 1d. at 160.

5. Thelndividual’s Colleagues

Three of the individud’ s colleagues (including two managers) testified that the individuad was an excdllent,
motivated employee and that they were eager to have him return to work. Tr. at 173, 215, 219, 220.
They were uniform in their praise for the individud’ s honesty, dependability, excellence at performing his
job, and rdligbility. Tr. at 200, 214-215, 219-221. They dl said that they would trust him with their life,
evenin very dangerous Stuations. Tr. at 206, 214, 218. His managers aso confirmed that the search on
guns, firearm and fithess was work-related and approved by management as appropriate use of the
compute. Tr. at 184, 213. In addition, they testified that the individua and his colleagues did not receive
aytranngonthe use of the Internet. 1d. at 179-180, 211. They a0 tedtified that the employeesin their
dffice assumed that al computer usage was monitored by heedquarters at al times. Id. at 181-184, 212.
At the time of the discovery of the unauthorized materid, the individud’s manager wanted to treet the
individud’s unauthorized computer use as a disciplinary issue and not a security issue. Id. at 192. The
individua was counsdled immediately about proper use of the computer. Id. at 193-194, 196.

However, one of the individud’s managers tedtified that the individua should have “ sef-reported” the
gpopearanceof unauthorized material on his computer screen, especidly if it happened more than once. 1d.
at 202-203. He tedtified that other employees had reported to management or the 1S group when they
inedvertently accessed ingppropriate material on the computer. 1d. a 204. The manager testified that he
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disciplined the individua not because of his access of unauthorized materid, but rather because he had
reported the activity “after thefact.” 1d. at 202-203.

6. Thelndividual’sWife

The individua’ s wife testified that he had been very honest with her about the reason for his suspension
fromaduy. Tr. at 168. She dso maintained that he did not have any interest in pornography, and that their
marriage was very happy and stable. Tr. at 168-1609.

D. Evidence of Rehabilitation or Refor mation

In previous cases, hearing officers have placed great weight on evidence of anew pattern of behavior to
prove rehabilitation or reformation from the security concerns of Criterion G. See Personnel Security
Review, OHA Case No. VS0-0122, 26 DOE 82,777 (1997), affirmed (OSA, July 31, 1997)
(rehabilitation demongtrated by two years of government computer use without a new incident d
uneuhorized use); Personnel Security Review, OHA Case No. VSO-0435, 28 DOE 1 82,804 (2001),
affirmed (OSA, October 2, 2001) (holding that insufficient time had passed since last unauthorized use
todemondrate rehabilitation or reformation from a pattern of unauthorized use of government compuiter).
Although the passage of sufficient time could provide adequate evidence of reformation, at thistime | am
uretle to determine the individud’ s new pattern of behavior because he has been banned from the use of
the Internet since September 2002, less than one year prior to the hearing inthiscase. #

Aftar reviewing the record in this case, | find that the individua has not adequately mitigated the concerns
arising from his unauthorized use of a government computer. In reaching this conclusion, | found the
tetimony of the DOE IS manager to be both balanced and credible. The IS manager testified during the
heaing that the process of detecting unauthorized computer use was an unpleasant part of hisjob, and he
expressd empathy for the individud’s position. Tr. at 55, 162-163. He admitted the shortcomings of the
besic forensic andysis that his saff conducted on the individud’s computer. 1d. at 161. °> Nonetheless,

4/ The record contains some evidence of mitigation. The individua and his colleagues credibly
tedtified that they received inadequate training on the Internet and use of the computer. Based on
theindividud’ s honesty with family and colleagues about his suspension, thereisalow probability
that the individua would be subject to coercion. The individua has aso admitted his mistake,
accepted responghility for his actions, and in genera exhibited a positive attitude throughout the
process. Nonehdess thisis insufficient to mitigate DOE’s vaid security concern about the
individud’ s judgment and unauthorized use of government computers.

5/ Both the DOE 1S manager and the individua’ s expert agreed that DOE’ s forensic analysis of the
indvidlEl’ s computer did not provide sufficient detall to determine how long the individud actualy
goent on each unauthorized website, information which could support an inference as to hisintent
in visting those Stes.  Even though both experts agree that they could not accurately discern the

(continued...)
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the DOE manager steadfastly maintained that his origind interpretation of the audit data was correct, and
that some of the SEAM websites had been accessed intentionally. He gave alogical explanation, based
on documentary evidence and past experience, of what he believed had transpired. Finaly, even though
the DOE IS manager ultimately regjected the theory of the individud’ s expert, he appeared to thoughtfully
condder the opinion of that expert in arriving a his own conclusion.

In addition, the individua himsdf admitted that he showed poor judgment in his unauthorized computer
usage. He has not denied that he accessed some SEAM sites over aperiod of four to five months after
sgning two agreements to restrict his use of the computer to government businessonly. ¢ He admitted
weding timeanather things besides surfing the Internet a atime when his office had a zero tolerance policy
towards persona use of the Internet.  Ex. 18, 20. Further, the individua did not report the recurring
appearance of sexudly explicit materia on his computer or ask for help in avoiding maerid that a
ressonedle person would consider ingppropriate, but instead continued accessng SEAM websites until he
was discovered in August 2002. The individua accessed a type of webste (adult or sexudly explicit
meeid) that DOE security consders at high risk of carrying maicious code, collecting information about
users, and scanning computers for exploitable vulnerabilities. Despite this activity, the individua told the
psychologist in October 2002 that he was “kind of surprised” when he got in trouble, causing the
psychologist to recommend persondized training in computer security for the individud “[i]n light of [the
individLel'q ditde that [the individual] did not fed like he had done anythingwrong.” Ex.21a 3. * Tha

5/ (...continued)
individud’ s intentions using the available evidence, some conclusions can be drawn. Thisisnot a
aimina metter in which the government bears the burden of proving an individud guilty beyond a
reasonable doubt. See Personnel Security Review, OHA Case No. VSO-0078, 25 DOE
82,802 (1996). In a DOE adminigtrative review proceeding under Part 710, the burden is on the
individud to provide evidence to convince the DOE that granting or restoring his access
authorization “would not endanger the common defense and security and would be clearly
congstent with the nationd interest.” 10 C.F.R. § 710.27(d).

6/ Inhisddflenss theindividual draws my attention to OHA Case No. VS0O-0122, 26 DOE 182,777
(1997), affirmed (OSA, July 31, 1997), arguing that the hearing officer recommended restoring
the security clearance of a DOE contractor employee with an unstable marriage who admitted to
inetionally downloading SEAM on his office computer for a period of two to threeyears. Tr. &
15-16. Theindvidud contends that his actionsin this case are much less egregious. Id. | find that
Ca=zNo. VSO-0122 can be digtinguished from the ingtant case. The contractor employee in Case
No. VSO-0122 had last accessed SEAM two years prior to the hearing and while working for a
previousemployer, not the employer who requested his clearance. In fact, the previous employer
had asked the contractor employee to resign because of his unauthorized computer use. The
contractor employeewas then hired by another contractor, and worked there for two years without
any unauthorized use of his government compuiter.

7/ Thepsydhdogist was familiar with the individual and had evaluated him yearly snce 1994. Ex. 21

(continued...)
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attitude reflects a minimization of the seriousness of his actionsin the context of DOE security concerns.

I11. Conclusion

Asexplained in this Opinion, | find that the DOE Operations Office properly invoked 10 C.F.R. § 710.8
(@ ad() in suspending the individud’ s access authorization. After being afforded ample opportunity, the
individua has not, however, presented adequate mitigating factors that dleviate the legitimate security
conoars of the DOE Operations Office. In view of these criteria and the record before me, | cannot find
that restoring the individua’ s access authorization would not endanger the common defense and security
and would be consgtent with the nationd interest.  Accordingly, | find that the individud’s access
authorization should not be restored.

Vderie Vance Adeyeye
Hearing Officer
Office of Hearings and Appeds

Date: February 18, 2004

7/ (-..continued)
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